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● How to use them together
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$ whoami
- Jarosław Jedynak
- Analysis of Current Threats Team @ CERT.PL
- Malware analyst and software developer

- Long time mwdb user, and backend developer
- Main developer and maintainer of mquery
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What is mwdb
● Malware database
● Repository for files analysed by us
● With extracted configs
● With parent-child relations
● With additional unstructured data
● With tags, comments and metadata
● Queryable (Lucene syntax)
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How is it different than MISP? 🤔

MISP

● Malware General-purpose Information 
Sharing Platform

● Share indicators with other teams

● Open Source

MWDB

● Malware Database

● Frontend for our analytic system
(but also a sharing platform ¯\_(ツ)_/¯)

● Not Open Source yet
(release of v2 next month!)

● But you can use our instance!

Verdict: Despite all the similarities, 
not directly competing solutions
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How can I access it?

Access for all CNW teams, request an account https://mwdb.cert.pl/register

https://mwdb.cert.pl/register
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What is mquery
● The next logical step after mwdb
● We have a huge collection of samples

but no efficient way to query them
for content

mquery
For so-called malware hunting
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How can I access it?

Community access? Open source?

mwdb ✔ WIP

mquery WIP? ✔

mquery via mwdb ✔ WIP
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mquery + mwdb
● We made a large part of our malware collection available for researches
● Currently only files uploaded to mwdb can be queried
● In the future, we’ll add even more samples, including large public collections
● There is a slight lag between file upload and indexing (up to 24h)
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mquery + mwdb
1. New threat identified
2. Threat analysis

    Create new signatures
    Update analytic backend

3. Detect and track the campaign
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Questions?

Contact:

msm@cert.pl

jaroslaw.jedynak@cert.pl

mailto:msm@cert.pl
mailto:jaroslaw.jedynak@cert.pl

