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Sledzenie malware w CERT 101

EB Config details

@ Details %" Relations Q Preview @ Apivectors ¥y Favorite

=

"domains": [

{
"domain": "php-oman.gl.at.ply.gg"
}
| i
"hosts": [
s &3 A58 - Y < YO B
"php-oman.gl.at.ply.gg"
]l

"master key": "dQnGXav2aaZQ4E6009vXnCbXf4vLXxLg",
"salt": "DcRatByqwgdanchun",

“type": “dcrat™,

rurls™s

"url": "http://php-oman.gl.at.ply.gg:8848/"

"url": "http://php-oman.gl.at.ply.gg:25211/"

& Download
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B Config details

%" Relations ~ Q Preview @ Apivectors

& Download
“domains": [

{

"domain": "php-oman.gl.at.ply.gg"

1,
"hosts": [
"127.0.0.1%,
"php-oman.gl.at.ply.gg"
1

"master_key": "dQnGXav2aaZQ4E6009VXnCbXF4vLXxLg",
“salt": "DcRatByqwqdanchun”,

"type": "dcrat",
"urls": [
{
"url": "http://php-oman.gl.at.ply.gg:8848/"
H
{
}

~konfiguracja



Sledzenie malware w CERT 101

@ Details %" Relations =~ Q Preview @ Apivectors Hexview  + Upload child ¢ Favorite & Download
MZ& (72 ] @ [ % & 6'% L This program
cannot be run in DOS mode.
$ GLOGG-606- 066 -U00UqH0 - GU0OKEE - U000 6] -6U0UTHE- 006 -60a - 6006 60 - 000 “06-6U0HZ00-UeBhE0
-44Richg-06 PE L 6867 ]
$p 3 e e
@9 6 p
o U] ox @ e ¥ @b
.text - B# $ ‘.rdata- 6 @ b
( @ @.data - %o & 1 @ ®G.rsrc - t®
v 6 @ @.reloc &+
REEE b @ B

G666A06 1.6 9202 6  |v |

s o6 o6 oooseeoon Ly B
000200620062060204C 6 I n a r a 005666 65 66 620 66 6:600 3666 3006 303
96 G 66 606 G 6O 666 G o6 60 606 KUG GO GO GOUBEEGOUS 66

UGB Bhe6B hPs

A d§  PGG SVWE 6B 1EG36PUEGAE GedGE }6W§ @B U§;BtWhC< ASPE uJ§}¥ BH 6}
76 66066 GN V. 69U s BU ;6r Gy +B Gubl GBS EcUBEUULOLOEUOLLLUECNEAY

Y “[06]66U6H % §B RNFRSVm . WEE BB RRRREE B

GF |66 GGF ¢ G LG ] 13

666 KOG U6 666 & U6 Ghuuuoy vy

‘R Blob details

G Details %" Relations ~ Q Preview = @ Apivectors X Diffwith ¥ Favorite & Download

kllprcss_1|Chrome.exe;browser.exe;msedge.exe;chrome.exe;vivaldi.exe;brave.exe;opera.exe
libs nss3:http://45.15.156.141/aN7jD0q06kT5bK5bQ4eR8FELXP7hL2vK/nss3.d1L

libs msvcpl40:http://45.15.156.141/aN7jD0q06kT5bK5bQ4eR8FE1XP7hL2VK/msvcp140.d1l
libs_vcruntimel40:http://45.15.156.141/aN7jDOqO6KT5bK5bQ4eR8FE1XP7hL2vK/veruntime140.d11
libs_mozglue:http://45.15.156.141/aN7jD@q06kT5bK5bQ4eR8TE1XP7hL2vK/mozglue.d1l
libs_freebl3:http://45.15.156.141/aN7jD0q06kT5bK5bQ4eR8TE1XP7hL2vK/ freebl3.d11

libs softokn3:http://45.15.156.141/aN7jDOqO6KT5bK5bQ4eR8FE1XP7hL2vK/softokn3.d1l
ews_meta_ jbalbakoplchlghecdalmeeeajnimhm;MetaMask;Local Extension Settings
ews_tronl:ibnejdfjmmkpcnlpebklmnkoeoihofec;TronLink;Local Extension Settings
libs_sqlite3:http://45.15.156.141/aN7jD0q06kT5bK5bQ4eR8TE1XP7hL2vK/sqlite3.d1l
ews_bsc:fhbohimaelbohpjbbldcngcnapndodjp;BinanceChain;Local Extension Settings
ews_ronin:fnj jkkabndc: ;Ronin;Local Extension Settings
wlts_exodus:Exodus;26;exodus;*; *partitio*,*cache*,*dictionar*
wlts_atomic:Atomic;26;atomic;*;*cache*, *IndexedDB*
wlts_jaxxl:JaxxLiberty;26;com.liberty.jaxx;*;*cache*
wlts_binance:Binance:26:Binance:*abp-store.*.*.fp: -

wlts_coinomi:

wlts_electrum -
“Edinne rzecz
wlts_elecbch:
wlts_guarda:G L L

wlts_green:BlockstreamGreen;28;Blockstream\Green;*; cache, gdk, *logs*

B Config details

%" Relations ~ Q Preview @ Apivectors

“domains": [
{
"domain": "php-oman.gl.at.ply.gg"

1,
"hosts": [
"127.0.0.1%,
"php-oman.gl.at.ply.gg"
1,
"master_key": "dQnGXav2aaZQ4E6009vXnCbXf4vLXxLg",
"salt": "DcRatBygwqdanchun”,
"type": "dcrat",
"urls": [
{
"url": "http://php-oman.gl.at.ply.gg:8848/"
H

. " konfiguracja

Time: 04/15/2024 11:53:31

User Name: localuser

Computer Name: WIN-10

OSFullName: Microsoft Windows 10 Pro
CPU: AMD Opteron 63xx class CPU
RAM: 4095,48 MB

IP Address:

¥ Favorite

& Download

Host: https://www.facebook.com/
Username: koala

Password: brow

Application: Chrome

Host: https://]
weinne rzeczy
Password:_
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Co mozna pobra¢ z serwera C&C?

Wiecej plikow wykonywalnych (droppery)
Nowe komendy i polecenia (trojany)
Szablony spamu (spamboty)

®
®
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e \Wykradzione konta uzytkownikow (stealery)



Co mozna pobra¢ z serwera C&C?

e Wiecej plikbw wykonywalnych (droppery)

e Nowe komendy i polecenia (trojany)

e Szablony spamu (spamboty)

e \Wykradzione konta uzytkownikow (stealery)
e Szablony injectow (trojany bankowe)



Co obecnie pobieramy z serwerow C&C?

CIASSIFE!
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Problemy przy pobieraniu danych

e Reverse-engineering /I import requsts

def download_data(c2):
print("downloading: " + c2)
response = requests.get(
c2 + "/api/getdata”
)

save(response.content)
return True
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Problemy przy pobieraniu danych

e Reverse-engineering import requsts
® |
Serwer proxy def download_data(c2, proxy):
print("downloading: " + c2)
response = requests.get(
c2 + "/api/getdata”
proxies=proxy,
)
save(response.content)
return True



Problemy przy pobieraniu danych

Reverse-engineering

Serwer proxy
Maskowanie sie

import requsts

def download_data(c2, proxy):

print("downloading: " + c2)
response = requests.get(
c2 + "/api/getdata”
proxies=proxy,
headers=CHROME _HEADERS,
)
save(response.content)
return True



Problemy przy pobieraniu danych

e Reverse-engineering

e Serwer proxy
e Maskowanie sie def downlo?d_data(cz, pr?xy):
print("downloading: + c2)
response = requests.get(
c2 + "/api/getdata”
proxies=proxy,
headers=CHROME _HEADERS,

import requsts

save(response.content)
return True




Problemy przy pobieraniu danych

e Reverse-engineering
e Serwer proxy
e Maskowanie sie

e Zréwnoleglenie pobierania /!

import requsts

def download_data(c2, proxy):

print("downloading: " + c2)
response = requests.get(
c2 + "/api/getdata”
proxies=proxy,
headers=CHROME _HEADERS,
)
save(response.content)
return True



Problemy przy pobieraniu danych

e Reverse-engineering
e Serwer proxy
e Maskowanie sie

e Zréwnoleglenie pobierania /!
e Geoblocking po IP /I

import requsts

def download_data(c2, proxy):
print("downloading: " + c2)
response = requests.get(
c2 + "/api/getdata”
proxies=proxy,
headers=CHROME _HEADERS,
)
save(response.content)
return True



Problemy przy pobieraniu danych

e Reverse-engineering
e Serwer proxy
e Maskowanie sie

e Zréwnoleglenie pobierania /!
e Geoblocking po IP /1
e Przechowywanie wynikoéw /I

import requsts

def download_data(c2, proxy):
print("downloading: " + c2)
response = requests.get(
c2 + "/api/getdata”
proxies=proxy,
headers=CHROME _HEADERS,
)
save(response.content)
return True
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Reverse-engineering
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Maskowanie sie

Zrownoleglenie pobierania /I
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Przeglgdanie wynikéw /1

import requsts

def download_data(c2, proxy):
print("downloading: " + c2)
response = requests.get(
c2 + "/api/getdata”
proxies=proxy,
headers=CHROME _HEADERS,
)
save(response.content)
return True



Problemy przy pobieraniu danych

Reverse-engineering
Serwer proxy
Maskowanie sie

Zrownoleglenie pobierania /I
Geoblocking po IP /1
Przechowywanie wynikow /1
Przeglgdanie wynikéw /1
Dtugoterminowe utrzymanie /!

import requsts

def download_data(c2, proxy):
print("downloading: " + c2)
response = requests.get(
c2 + "/api/getdata”
proxies=proxy,
headers=CHROME_HEADERS,
)
save(response.content)
return True



Problemy przy pobieraniu danych

Reverse-engineering
Serwer proxy
Maskowanie sie

Zrownoleglenie pobierania /I
Geoblocking po IP /1
Przechowywanie wynikow /1
Przeglgdanie wynikéw /1
Dtugoterminowe utrzymanie /!
Zarzadzanie stanem /|

import requsts

def download_data(c2, proxy):
print("downloading: " + c2)
response = requests.get(
c2 + "/api/getdata”
proxies=proxy,
headers=CHROME_HEADERS,
)
save(response.content)
return True
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response = requests.get(
c2 + "/api/getdata"
proxies=proxy,
headers=CHROME_HEADERS,
)

return response.content
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Co to jest mtracker

e “System ktorego zadaniem jest automatyzacja i centralizacja aktywnosci
zwigzanych z komunikacjg ze ztosliwym oprogramowaniem”



Co to jest mtracker

Podczas tej prezentacji omowie rozwijany przez nas system

zwany “mtracker” ktéry automatyzuje wiele powtarzalnych
krokbw w tym procesie. Z dniem konferencji kod systemu




Co to jest mtracker

Podczas tej prezentacji omdowie rozwijany przez nas system
zwany “mtracker” ktéry automatyzuje wiele powtarzalnych

krokdbw w tym procesie: Z dniem konferencji kod systemu
mtracker zostanie réwniez udostepniony na licencji Open-Source
na platformie Github. Mamy nadzieje ze pozwoli to innym na

https://qithub.com/CERT-Polska/mtracker/
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Co to jest mtracker

e “System ktorego zadaniem jest automatyzacja i centralizacja aktywnosci
zwigzanych z komunikacjg ze ztosliwym oprogramowaniem”

e Dostepny na licencji Open-Source



Co to jest mtracker

e “System ktorego zadaniem jest automatyzacja i centralizacja aktywnosci
zwigzanych z komunikacjg ze ztosliwym oprogramowaniem”

e Dostepny na licencji Open-Source

e Oparty na modutowej architekturze
o ...czyli trzeba napisa¢ wlasne moduty zeby framework cos robit
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Krotka historia mtrackera

mtracker (pre-2016)

v

mtracker2 (2016-2022)

@

The second-system effect or second-system syndrome is the tendency of
small, elegant, and successful systems to be succeeded by over-engineered,
bloated systems, due to inflated expectations and overconfidence.!!
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Jak dziata mtracker?

mtracker
(web interface and API)

T

mtracker-worker
(runs modules)

postgres redis
database task queue

mtracker-worker
(runs modules)

o e

mtracker-scheduler

mtracker-worker
(runs modules)

mtracker-worker
(runs modules)

mwdb
result storage




Jak dziata mtracker?

Workery: wykonuja wlasciwy kod

mtracker
(web interface and API)

T

postgres redis
database task queue

o

mtracker-scheduler

mtracker-worker
(runs modules)

h

mtracker-worker
(runs modules)

[ 2

mtracker-worker
(runs modules)

K

mtracker-worker
(runs modules)

mwdb
result storage




Jak dziata mtracker?

Scheduler: cyklicznie uruchamia moduty

mtracker
(web interface and API)

T

mtracker-worker
(runs modules)

postgres redis
database task queue

mtracker-worker
(runs modules)

!\/

mtracker-scheduler

mtracker-worker
(runs modules)

mtracker-worker
(runs modules)

mwdb
result storage
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Jak dziata mtracker?

Scheduler: cyklicznie uruchamia moduty




Jak dziata mtracker?

Scheduler: cyklicznie uruchamia moduty

archived




Jak dziata mtracker?

Scheduler: cyklicznie uruchamia moduty

Tala’ ~
Winon
Yy AW |



Jak dziata mtracker?

Web: API oraz panel admina

mtracker
(web interface and API)

K/\L

mtracker-worker
(runs modules)

postgres redis
database task queue

mtracker-worker
(runs modules)

o

mtracker-scheduler

mtracker-worker
(runs modules)

mtracker-worker
(runs modules)

mwdb
result storage




Jak dziata mtracker?

mtracker

task id

trackers bots tasks results

proxies

Dashboard

-\:\'e

bot
Xworm
Xworm
Xxworm
agentte!
agentte!
agentte!
Xworm
Xxworm

xworm

Wlinprogress [ falling [l crashed [ archived

Recent tasks

result

Falled to get config

Falled to get config

Falled to get config

Fetched 0 Items

Fetched 0 Items

Fetched 0 items

Falled to get config

Falled to get config

Falled to get config

report time
2024-04-15 17:53:3
2024-04-15 17:53:35
2024-04-15 17:53:35
2024-04-15 17:52:35
2024-04-15 17:48:35
2024-04-15 17:39:34
2024-04-15 17:21:33
2024-04-15 17:20:33

2024-04-1517:19:33

status
falling
failing

falling

falling
falling

falling
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Ciekawostka z mtracker2: pdns

pdns dns resglvers



Jak dziata mtracker?

Backend: obecnie wspierane tylko mwdb-core

mtracker
(web interface and API)

T

mtracker-worker
(runs modules)

postgres redis
database task queue

mtracker-worker
(runs modules)

o

mtracker-scheduler

mtracker-worker
(runs modules)

mtracker-worker
(runs modules)

mwdb
result storage
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Use case mtrackera

Zatozenie:
e /namy protokot malware
e Mamy juz konfiguracje (adresy)
e Chcemy analizy w wiekszej skali



Use case mtrackera

Zatozenie: z -
e Znamy protokot malware Rozmowki %‘:3}'-
e Mamy juz konfiguracje (adresy)

e Chcemy analizy w wiekszej skali Wiecej na temat RE komunikacji

(Oh I\/I Hack 2023)

czyli o komunikacji ze stealerami




Use case mtrackera

Zatozenie:

o Znam.y protokot malware Rozmowki %}'-

o Jest nietrywialny o _ -
e Mamy juz konfiguracje (adresy) Wiecej na temat RE komunikaciji

e Chcemy analizy w wiekszej skali (Oh M Hack 2023)
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Use case mtrackera

Zatozenie:

e Znamy protokot malware Rozmowki %}'-
o Jest nietrywialny _ _ - L
e Mamy juz konfiguracje (adresy) Wiecej na temat RE komunikacji

e Chcemy analizy w wiekszej skali (Oh M Hack 2023)
e Integracja z mwdb mile widziana

czyli o komunikacji ze stealerami




Use case mtrackera

‘url": "http://5.161.191.146/517c3c5d098ffOda/freebl3.d11”
‘url": "http://5.161.191.146/517c3c5d098ff0da/mozglue.d1l”

"url": "http://5.161.191.146/517c3c5d098ff0da/msvcp140.d11l"



Jak uzy¢ mtrackera?

def download_data(c2):
print("downloading: " + c2)
response = requests.get(
c2 + "/api/getdata”
proxies=SOCKS_PROXY,
headers=CHROME_HEADERS,
)
save(response.content)
return True
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class Stealc(Dropper):
FAMILY = "stealc”

def download_data(self, c2):
print("downloading: " + c2)
response = requests.get(
c2 + "/api/getdata”
proxies=SOCKS_PROXY,
headers=CHROME_HEADERS,
)
save(response.content)
return True



Jak uzy¢ mtrackera?

class Stealc(Dropper):
FAMILY = "stealc”

def download_data(self, c2):

self.log.info("downloading: " + c2)

response = requests.get(
c2 + "/api/getdata”
proxies=SOCKS_PROXY,
headers=CHROME_HEADERS,

)

save(response.content)

return True



Jak uzy¢ mtrackera?

class Stealc(Dropper):
FAMILY = "stealc”

def download_data(self, c2):
self.log.info("downloading: " + c2)
data, filename = self.download_drop(
c2 + "/api/getdata”
)

save(data)
return True



Jak uzy¢ mtrackera?

class Stealc(Dropper):
FAMILY = "stealc”

def download_data(self, c2):
self.log.info("downloading: " + c2)
data, filename = self.download_drop(
c2 + "/api/getdata”
)

self.push_binary(data, filename, ["stealc_drop"])
return True



Jak uzy¢ mtrackera?

class Stealc(Dropper):
FAMILY = "stealc”

def download_data(self, c2):
self.log.info("downloading: " + c2)
data, filename = self.download_drop(
c2 + "/api/getdata”
)

self.push_binary(data, filename, ["stealc_drop"])
return BotResult.WORKING | BotResult.CONTINUE



Jak uzy¢ mtrackera?

class Stealc(Dropper):
FAMILY = "stealc”

@classmethod
def get_cnc_servers(cls, config, state):
for url in config.get("drop", []):
yield url["url"]

def download_data(self, c2):
self.log.info("downloading: " + c2)
data, filename = self.download_drop(
c2 + "/api/getdata”
)

self.push_binary(data, filename, ["stealc_drop"])
return BotResult.WORKING | BotResult.CONTINUE



Jak uzy¢ mtrackera?

type result

binary freebl3.dll

sha256
edde43f2005dbd59

baG6a6ee®b15f5be

upload time
2024-04-11 22:15:00

2024-04-11 22:15:00

binary mozglue.dll
binary msvep140.dil 5136a49a682ac8d7 2024-04-11 22:15:00
797613 binary nss3.dll ac5c92fe6c51c 2024-04-11 22:15
7 3 binary softokn3.dll 74ebbac956e519el 2024-04-11 22:15

797613 binary veruntime140.dil 8934aaeb65b6e6d2 2024-04-11 22:15:00

7 3 binary sqlite3.dll 4841020c8bdo6b08 -04-11 22:15:00

Execution log

Running module.run for http://5.161.191.146/517c3c5d098ff@da/freebl3.d1l

Getting executable from drop url: http://5.161.191.146/517c3c5d098ff@da/freebl3.d1ll
Running module.run for http://5.161.191.146/517c3c5d098ff0@da/mozglue.dll

Getting executable from drop url: http://5.161.191.146/517c3c5d098ff@da/mozglue.dll
Running module.run for http://5.161.191.146/517c3c5d098ff@da/msvcp140.d1l

Getting executable from drop url: http://5.161.191.146/517¢c3c5d098ff@da/msvcpl40.dll
Running module.run for http://5.161.191.146/517c3c5d098ff@da/nss3.d1l

Getting executable from drop url: http://5.161.191.146/517c3c5d098ff0da/nss3.d1l
Running module.run for http://5.161.191.146/517c3c5d098ff@da/softokn3.d11l

Getting executable from drop url: http://5.161.191.146/517c3c5d098ff@da/softokn3.d1l
Running module.run for http://5.161.191.146/517c3c5d098ff@da/vcruntime140.dll
Getting executable from drop url: http://5.161.191.146/517c3c5d098ff@da/vcruntime140.d11
Running module.run for http://5.161.191.146/517c3c5d098ff0da/sqlite3.d1l

Getting executable from drop url: http://5.161.191.146/517c3c5d098ff@da/sqlite3.d11




Jak uzy¢ mtrackera?
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runnable:win32:exe
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runnable:win32:exe
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Jak uzy¢ mtrackera?
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podsumowanie prezentacji o

mtracker

CERT.PL
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e Mozna zrobicC dwie prezentacje o komunikacji z C&C
e Ciesze sie ze projekt w koncu jest OS

e Jak zwykle, wspotpraca w rozwoju modutéw mile widziana.

Szczegolne podziekowania za wktad w rozwo;j:
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| ja (@msm)




to wszystko o

mitracker
Botnet icon from flaticon.com

by smalllikeart - thanks! CERT.PL



